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Lesson 4:

Malware
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Hello 
Students…
I’m malware

Have you ever 
heard of me? 

I’m everywhere.
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I am a sneaky evil villain that 
hides in your computer, 

devices and online and does 
unwanted things.

My name is short for 
“Malicious Software”
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It’s really quite easy. Scammers and makers of malware 
trick unsuspecting users into clicking on links, clicking 
accept or okay on pop-ups and then downloading and 
installing programs on computers, tablets and phones 
that can then do bad things.

A lot of times, malware 
is sent through 

phishing emails and on 
sketchy websites.
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Did you know that you can 
get infected with malware by 

simply visiting a website?
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You can get malware on your device by 
downloading apps outside of the app store 
or Google play store. Sometimes sketchy 
apps can end up on the official app/play 

store, so be sure to read reviews and 
research the developer of the app.
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Yes, yes, install that 
app you downloaded 
on your phone from 

an untrusted source.

Then we can have 
some real fun, 

muhahaha
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If you visit infected websites, they 
can secretly download malware on 
your computer or devices. Beware 

of sites not using HTTPS!

Ignore that 
warning, it’ll be fine!
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Don’t visit untrusted websites! Pay 
attention to your browsers’  (Chrome, 

Firefox, Safari, etc.) warnings.
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There are many 
different types of 

Malware…

Oh those all sound like 
good things to me…
the more the better

Some of them are: 
Adware, Spyware and 

Computer Viruses.
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× Just like human virus 
makes your computer 
sick

× Computer viruses are 
sneaky and hide 
themselves behind 
other programs on your 
computer!
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Adware is sneaky and so annoying! 
Always slow down and read before 

clicking okay or next.

× Adware is a program that 
downloads or displays unwanted 
advertisements. It can infect 
your computer by being added 
onto a free product or simply by 
visiting an infected website.

× A safe practice is to NOT click on 
these ads! 
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Did you know spyware programs can 
make it easy to access your 

webcam? Always cover your webcam 
if you are not using it!

× Malware that collects data about a 
user without their knowledge.

× What does it collect:
× your personal information
× your pictures
× keystrokes
× your backing information
× what website you visit
× what you like to buy

× The spyware sends the collected information 
to data collection agents.

× Can also take videos and pictures of you and 
your room!
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So what can I do 
to protect myself 
from malware!?
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Just delete it! These messages are worthless. 
Don’t reply. Don’t click on links.

Use an anti-virus program that also checks for 
malware. And always, always, install and update 

your anti-virus program definitions.
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Also, always do your best to keep your device operating 
systems (Windows, Android, iOS) up-to-date!


